Business Associate Agreement for Privacy and Security Form 7.22

This Business Associates Agreement (“Agreement”) is entered intfo between

PEDIATRIC CLINIC LLC (hereafter "Covered Entity”) and
G Your name here
(hereafter “Business Associate”) and Date of agreement
e
shall be effective as of (“Effective Date”).

The purpose of this Agreement is to comply with HIPAA's Privacy, Security and Enforcement
(Final) Rules, as published by the Secretary of the U. S. Department of Health and Human
Services (DHHS). This Agreement defines the parties' rights and responsibilities under HIPAA for
the exchange of PHI (Protected Health Information) and EPHI (Electronic Protected Health
Information) as defined in this Agreement and establishes that the Business Associate desires to
provide safisfactory assurances required by the Privacy Standards.

This Agreement sets forth the terms and conditions that govern the use and disclosure of
Protected Health Information which is provided to the Business Associate by the Covered Entfity.

1. Business Associate Services

The Business Associate provides services for the Covered Entity that involve the use and
disclosure of Protected Health Information. The specific services provided by the Business
Associate are described in Attachment A of this Agreement.

2. Definitions

PHI — Protected Health Information (PHI) is defined, under the Privacy Standards, as any
information that identifies an individual and describes their health status, sex, age, ethnicity, or
other demographic characteristics, whether or not that information is stored or transmitted
electronically. PHI includes oral, written, and electronic information.

EPHI — Electronic Protected health Information (EPHI) is defined as PHI that is stored or fransmitted
electronically.

Security Incident — A security incident is defined as an afttempted or successful unauthorized
access, use, disclosure, modification or destruction of EPHI.

3. Description of Permitted Uses and Disclosures

In order for Business Associate to provide its services to Covered Entity in accordance with this
Agreement, Covered Entity intends to disclose Protected Health Information to Business
Associate and expects Business Associate to use the Protected Health Information to perform its
services under this Agreement such as:

(a) Use of the Protected Health Information in its possession for its proper management and

administration and to fulfill any present or future legal responsibilities of Business Associate
provided that such uses are permitted under state and federal confidentiality laws; and
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(o) Disclosure of the Protected Health Information in its possession to third parties for the
purposes of proper management and administration or to fulfill any present or future legal
responsibilities of Business Associate provided that (i) such uses are permitted under state
and federal confidentiality laws or; (i) Business Associate has received third party written
assurances regarding its confidential handling of such Protected Health Information as
required by Privacy Standards, and

(c) Aggregation of the Protected Health Information with the protected health information of
other covered entities that Business Associate has in its possession through its capacity to
provide its services to other covered entities, provided that the purpose of such aggregation
is fo provide covered entities with data analyses relating to their healthcare operations.
Under no circumstances may Business Associate disclose Protected Health Information of
Covered Entity to another covered entity absent the explicit authorization of Covered Entity,
and

(d) De-identification of Protected Health Information provided that the de-idenfification
conforms to the requirements of Privacy Standards and further provided that Covered Enfity
is sent the documentation required by Privacy Standards that shall be in the form of a written
assurance from Business Associate. Pursuant to Privacy Standards, de-identfified information
does not constitute Protected Health Information and is not subject to the terms of this
Agreement.

4. Responsibilities of Business Associates

The Business Associate agrees to comply with all applicable requirements of HIPAA's Privacy and
Security Rules, HITECH Act and 2013 Omnibus Rule.

With regard to its use and disclosure of Protected Health Information, the Business Associate
agrees to do the following:

(a) Use and/or disclose the Protected Health Information only as permitted or required by this
Agreement or as otherwise required by law;

(o) Report to the designated privacy officer of the Covered Entity, by fax or electronic mail, any
use or disclosure or security incident with PHI (electronic or other format) that is not permitted
or required by the Privacy Rule or this agreement. Notification by the business associate to
the covered entity must be made as soon as possible but not more than 60 calendar days
from the discovery of a breach by the business associate.”

Information regarding a breach shall include (if available):

* A brief description of what happened, including the date of the breach (if known) and the
date of discovery of the breach;

* A descriptfion of the types of unsecured PHI that were involved in the breach (i.e., full name,
social security number, date of birth, home address, account number, diagnosis, disability
code, and other types of PHI). Note — only the types of PHI will be listed, not the actual
individual’s information;
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(c)

Any steps an individual should take to protect themselves from potential harm resulting from
the breach (i.e., recommendations for an individual to contact credit bureaus, and how to
make contact if credit card information was involved);

A brief description of what the Business Associate is doing to investigate the breach, to
mitigate harm to individuals, and to protect against any further breaches, including the
imposition of employee sanctions, if appropriate; and

Business Associate contact information for the practice’s Compliance Officer to ask
questions or learn additional information.

Required breach notifications will be sent to affected individuals by the Covered Entity.

Use commercially reasonable efforts to maintain the security of PHI and to prevent
unauthorized use and/or disclosure of such information, including the implementation of
administrative, physical and technical safeguards to protect EPHI, and must require
subcontractors to implement reasonable and appropriate safeguards to protect EPHI;

Require all of its employees, representatives, subcontractors or agents that receive or use or
have access to PHI under this Agreement to agree in writing to adhere to the same ferms
and conditions on the use and/or disclosure of PHI that apply herein, including the obligation
to return or destroy the Protected Health Information as provided under (h) of this section.

Make available all records, books, agreements, policies and procedures relating to the use
and/or disclosure of PHI to the Secretary of DHHS for purposes of determining the Covered

Entity’s compliance with the Privacy and Security Standards, subject to attorney-client and
other applicable legal privileges.

Upon written request, make available during normal business hours at Business Associate’s
offices all records, books, agreements, policies and procedures relating to the use and/or
disclosure of PHI to the Covered Entity within ten (10) days, for purposes of enabling the
Covered Entity fo determine the Business Associate’s compliance with the terms of this
Agreement;

Upon written request, provide PHI in accordance with the individual’s right to access,
inspect, and copy their health information. This means the Covered Entity’s patients shall
confinue to have the right to inspect and/or obtain copies of their PHI maintained by the
Business Associate.

Within forty five (45) days of receiving a written request from the Covered Entity, provide to
the Covered Entity such information, as is requested by the Covered Entity, to permit the
Covered Entity to respond to a request by the subject individual for amendment and
accounting purposes of the disclosures of the individual’s PHI;

Return to the Covered Entity or destroy, as requested by the Covered Entity, within fifteen
(15) days of the termination of this Agreement, the PHI in Business Associate’s possession and
retain no copies or back-up tapes. If this isn't possible, then the Business Associate must
agree to limit disclosures of protected information beyond the termination of the contract.
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5. Responsibilities of Covered Entity

With regard to the use and/or disclosure of PHI by the Business Associate, the Covered Entity
hereby agrees:

(a) To inform the Business Associate of any changes in the form of notice of privacy practices
that the Covered Entity provides to individuals and provide the Business Associate a copy of
the notice currently in use; and

(b) To noftify the Business Associate, in writing and in a fimely manner, of any restrictions on the
use and/or disclosure of Protected Health Information agreed to by the Covered Enfity.

6. Mutual Representation and Warranty

Each party represents and warrants to the other party that all of its employees, agents,
representatives and members of its work force, whose services may be used to fulfill obligations
under this Agreement, are or shall be appropriately informed of the terms of this Agreement and
are under legal obligation to fully comply with all provisions of this Agreement.

7. Term and Termination

This Agreement shall become effective on the Effective Date and shall continue in effect
until all obligations of the parties have been meft, unless terminated as provided herein or by
mutual agreement of the parties.

(a

-

T

As provided for under the Privacy and Security Standards, the Covered Entity may
immediately terminate this Agreement and any related agreement if it determines that the
Business Associate has breached a material provision of this Agreement, including, without
limitation, the confidentiality and privacy provisions of the contract. Alternatively, the
Covered Entity may choose to: (i) provide the Business Associate with ten (10) days written
notice of the existence of an alleged material breach; and (i) afford the Business Associate
an opportunity to cure said alleged material breach upon mutually agreeable terms. Failure
fo cure the alleged material breach in the manner set forth in this paragraph is grounds for
the immediate termination of the Agreement. If termination is not feasible, the Covered
Entity shall report the breach to the Secretary of DHHS. This Agreement will automatically
terminate without any further action of the parties upon the termination or expiration of the
Service Agreement.

(c

—

This Agreement shall have an automatic renewal on the anniversary of the Effective Date
with both parties having the option to terminate the Agreement without reason by providing
the other party with a written notice of such termination at least thirty (30) days prior to the
anniversary of the Effective Date.

The respective rights and obligations of Business Associate and Covered Entity under the
provisions of sections 4(i) and 8 shall survive the termination of this Agreement indefinitely.

8. Modification and Amendment

This Agreement may not be modified or amended, except in writing as agreed to by each
party.
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9. Third Part Beneficiaries

Nothing express or implied in this Agreement is inftended to confer, nor anything herein shall
confer, upon any person or entity, other than the Covered Entity and Business Associate, any
rights, remedies, obligations, or liabilities whatsoever.

10. Notices

Any notices to be given hereunder shall be made via U.S. mail or express courier, or hand
delivery to the other party’s address given below as follows:
If to Business Associate: Pediatric Clinic, L.L.C.

ATT: Jerry Haynes, Administrator

2401 Village Professional Drive

Opelika, AL 36801-4702

If to Covered Entity: Your mailing
address

here

IN WITNESS WHEREOF, the parties hereby set their hands and seals on the day and date first
written above:

JERRY HAYNES, ADMINISTRATOR

Covered Entity Business Associate Your Name Here

<\/‘,{//\, : “, \,if“j)”/iv/""“’ 3
l/

By: By:

Authorized Representative Authorized Representative You Sign here
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